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ABSTRACT 

What is new? Research security has rapidly emerged as a priority in 

research governance across Europe and internationally. 

However, discussions frequently frame research security 

primarily in terms of national security or geopolitical risk, 

with limited attention to how security measures intersect 

with sustainable development objectives. This paper 

addresses this gap by exploring the relationship between 

research security and the Sustainable Development Goals 

(SDGs), using the emerging Irish research security 

framework as an illustrative context. It argues that research 

security and sustainable development are not inherently in 

conflict; however, aligning them requires coordinated 

system leadership to ensure that security measures protect 

research integrity and national interests without 

undermining openness, collaboration, and equitable 

participation in global research systems. 

What was the 

approach? 

The paper draws on policy developments surrounding the 

introduction of national research security guidelines in 

Ireland, informed by wider European policy discussions and 

initiatives. It considers these developments alongside 

existing research governance frameworks, including 

research integrity, ethics, and open research practices, in 

order to explore how research security can be integrated 

within established institutional structures rather than 

implemented as a standalone compliance requirement. 
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What is the academic 

impact? 

The paper contributes to debates in research management 

and administration by framing research security as a 

governance challenge rather than solely a regulatory 

obligation. It highlights how the implementation of 

research security raises broader questions about leadership, 

institutional coordination, proportionality, and the balance 

between protection and openness within contemporary 

research systems. 

What is the wider 

impact? 

For research managers and policymakers, the paper 

identifies practical considerations for implementing 

research security in ways that support rather than 

undermine international collaboration and sustainable 

development. It emphasises that coordinated system 

leadership, institutional support, and alignment with 

existing governance processes are essential if research 

security is to reinforce, rather than conflict with, the 

objectives of the SDGs.  

Keywords Research security, Research integrity, System leadership, 

Sustainable Development Goals, SDGs 

BACKGROUND: RESEARCH SECURITY, LEADERSHIP, AND THE SDGS 

Research security has become an increasingly prominent feature of research 

governance internationally, shaped by concerns relating to geopolitical instability, dual-

use research, foreign interference, and the protection of sensitive knowledge, 

infrastructure, and expertise. While these concerns are often framed in terms of 

national security or economic competitiveness, they also raise important questions for 

sustainable development. In particular, how research security is developed and 

implemented has direct implications for the Sustainable Development Goals (SDGs) 

(United Nations, 2015), including SDG 4 (Quality Education), SDG 9 (Industry, Innovation 

and Infrastructure), SDG 10 (Reduced Inequalities), and SDG 17 (Partnerships for the 

Goals). 

Unlike these goals, which relate to the outcomes that research systems enable, research 

security also aligns closely with SDG 16 (Peace, Justice and Strong Institutions) by 

shaping how research is governed, how risks are managed, and how trust and 

accountability are maintained within research systems. 

For Ireland, these issues are especially salient. The national research system is highly 

internationalised, outward-facing, and dependent on global collaboration to address 

societal challenges such as climate change, public health, digital transformation, and 

food security. Safeguarding research against misuse and coercion is therefore 

necessary, but it must be achieved without undermining the openness, trust, and 

inclusivity that underpin both scientific progress and sustainable development. 



Lacey 

3 

This paper argues that research security should be understood not simply as a 

compliance or risk-management activity, but as a governance challenge requiring 

coordinated system leadership. From this perspective, the central question is not 

whether research security and the SDGs are compatible, but how research systems can 

implement security measures in ways that support openness, collaboration, and 

sustainable development. The paper uses Ireland as an illustrative context through 

which these broader governance challenges can be explored, many of which are likely 

to be relevant across research systems within the European Research Area (ERA). 

However, the relationship between research security and the SDGs is not always 

straightforward. Measures introduced to mitigate security risks may, if applied 

disproportionately, restrict international collaboration, increase administrative burdens, 

limit researcher mobility, or discourage engagement with particular regions or partners. 

Such outcomes can create tensions with SDG 4 (Quality Education), SDG 9 (Industry, 

Innovation and Infrastructure), SDG 10 (Reduced Inequalities), and SDG 17 (Partnerships 

for the Goals), all of which depend upon the exchange of knowledge, collaboration, 

and inclusive participation. The challenge is therefore not whether research security 

should be pursued, but how it can be implemented in ways that protect research 

systems while maintaining the openness and cooperation required to support 

sustainable development. 

From a governance perspective, research security should not be treated as a 

standalone or exceptional policy domain. Instead, it should be understood as part of a 

broader governance ecosystem that already includes research integrity, research ethics, 

and open research (Lacey et al., 2025; CESAER, 2025). These frameworks share a 

common concern with how research is conducted, governed, and shared responsibly 

(UNESCO, 2021; OECD, 2022). Positioning research security within this ecosystem allows 

security considerations to reinforce, rather than displace, established norms of 

responsible research practice. 

System leadership is key in shaping this integration (Kania & Kramer, 2011; Senge et al., 

2014). Decisions taken by governments, funding agencies, and senior institutional 

leaders influence how risks are framed, how responsibilities are distributed, and how 

proportionality is maintained in practice. These decisions determine whether research 

security measures enable safe collaboration or unintentionally constrain participation, 

particularly for early-career researchers, smaller institutions, and partners in low- and 

middle-income countries. In this sense, leadership choices directly affect progress 

toward the SDGs. 

Recent European policy developments provide an illustrative example of the strategic 

importance of these choices. At the Flagship Conference on Research Security held in 

Brussels in October 2025, research security was increasingly framed as integral to 

national security, research and innovation capacity, and European competitiveness 

(European Commission, 2025a). This marked a notable shift from earlier reliance on 

voluntary awareness-raising toward a stronger emphasis on governance, coordination, 

and compliance (Council of the European Union, 2024). Parallel discussions within the 
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ERA appear to signal that research security may increasingly be embedded within 

legislative and regulatory frameworks, including the proposed ERA Act (European 

Commission, 2025b). 

Ireland’s development of national research security guidelines, coordinated through 

government-led working groups and informed by European policy, reflects this 

evolving landscape. These guidelines, expected to be published in 2026, provide an 

opportunity to embed research security within a values-based framework that supports 

sustainable development. Whether they ultimately advance or constrain the SDGs will 

depend on system leadership in balancing protection with openness, and in ensuring 

that guidance is paired with practical support across the research ecosystem. 

SUSTAINABLE DEVELOPMENT ISSUES AND SYSTEM-LEVEL PRESSURES IN 

IRELAND 

The relationship between research security and sustainable development is not one of 

simple alignment. Safeguarding research from misuse supports long-term societal 

goals by protecting public investment, infrastructure, and trust in science. At the same 

time, poorly designed or insufficiently resourced security measures risk restricting 

access to knowledge, narrowing participation in global research, and reinforcing 

existing inequalities (ALLEA, 2024; Science Europe, 2025b). 

These tensions are particularly evident when viewed with respect to the SDGs. SDG 4 

emphasises inclusive access to education and knowledge, while SDG 9 and SDG 17 

depend on shared innovation capacity and international research collaboration. 

Research security measures that default to exclusion, heightened scrutiny, or blanket 

restrictions can conflict with these objectives if they are not carefully implemented. This 

is especially relevant for Ireland, whose research system relies heavily on cross-border 

partnerships and participation in European framework programmes. 

System-level pressures are intensifying as research security expectations become more 

formalised. The anticipated successor to Horizon Europe, FP10, is expected to introduce 

research security compliance as a condition of funding (Science Europe, 2025a). While 

this reflects a broader European shift toward consistency and resilience, it also raises 

questions about capacity and proportionality. Institutions with limited resources may 

struggle to meet expanding requirements, potentially narrowing participation and 

exacerbating disparities across the European research landscape. These matters 

intersect directly with SDG 10 on reducing inequalities. 

These concerns mirror earlier debates on academic publishing and access to 

knowledge. High publication fees and paywalls have already created structural barriers 

to participation in global research, particularly for under-resourced institutions and 

researchers (Lacey, 2026). When research security requirements are layered onto 

existing governance burdens, there is a risk of cumulative exclusion, even where 

individual measures may be justified in isolation. 
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In this context, system leadership operates across multiple levels of the research 

system. Government departments and funding agencies provide strategic direction 

through policy, guidance, coordination, and funding mechanisms, while research-

performing organisations (RPOs) are responsible for translating these expectations into 

local governance arrangements, institutional processes, and practical support for 

researchers. Effective implementation therefore depends upon complementary 

leadership at both national and institutional levels, supported by clear roles, shared 

expectations, and ongoing coordination. 

System leadership is therefore critical in managing these pressures. Research security 

cannot be framed as a binary choice between openness and protection. Instead, it 

requires a risk-informed, context-sensitive approach that recognises disciplinary 

diversity, institutional capacity, and the cumulative impact of governance requirements. 

From an SDG perspective, this balance is central to SDG 16, where strong institutions 

are defined not by restriction, but by their ability to govern transparently and fairly 

(Hickmann et al., 2024). Without system leadership, research security risks becoming a 

blunt instrument that undermines the SDG ethos of inclusivity and shared progress. 

CHALLENGES OF IMPLEMENTATION AND THE NEED FOR COORDINATED 

SUPPORT 

Implementing research security in practice presents challenges for RPOs in Ireland. 

RPOs are already managing expanding responsibilities across research integrity, ethics, 

open research, data protection, and contractual compliance, often within constrained 

resource environments. Introducing research security without dedicated support risks 

overburdening institutions and weakening both uptake and consistency (CESAER, 

2025). If left unaddressed, these pressures risk constraining Ireland’s capacity to 

advance the SDGs through an open, inclusive, and internationally connected research 

system, particularly SDG 4 on quality education and SDG 9 on sustainable innovation. 

National coordination is therefore essential. The Department of Further and Higher 

Education, Research, Innovation and Science has demonstrated leadership by 

establishing working groups to develop national research security guidelines and 

supporting documentation, scheduled for publication in 2026. This represents an 

important foundation, but guidance alone will not guarantee consistent and 

proportionate implementation across the sector. System-level coordination is necessary 

for security measures to be applied in ways that support, rather than inadvertently 

restrict, international collaboration and knowledge exchange central to SDG 17. 

There is a strong case for establishing a national coordinating structure for research 

security, such as a National Research Security Forum, analogous to the National 

Research Integrity Forum and the National Open Research Forum. Such a body could 

support coherence across institutions, provide access to shared expertise, and act as a 

focal point for interpretation, training, and due diligence. It could also serve as Ireland’s 

interface with emerging European initiatives, including proposed EU-level centres of 

expertise, risk observatories, and shared due diligence platforms (European 
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Commission, 2025a). By promoting consistency and shared capacity, a national forum 

could help prevent uneven implementation that risks reinforcing institutional and 

disciplinary inequalities, contrary to SDG 10 on reducing inequalities. 

At institutional level, research security should be approached as a whole-of-institution 

responsibility rather than a task confined to senior research management. Researchers 

at all career stages require practical support to address questions such as whether their 

work has dual-use or sensitive applications, whether collaborators or funders introduce 

security concerns, how data and materials are shared securely, and how mobility 

arrangements are managed. Clear, well-resourced local points of contact are therefore 

essential, linked to national support structures to assist with more complex 

assessments. This distributed model of support is critical to sustaining inclusive 

participation in research and ensuring that security measures do not disproportionately 

affect early career researchers or internationally mobile scholars, with implications for 

SDGs 4 and 10. 

Integrating research security into existing processes is critical to avoiding duplication 

and compliance fatigue (Lacey et al., 2025). Incorporating security considerations into 

ethics review, contract assessment, and research integrity training allows institutions to 

build on established practices rather than creating parallel systems. This approach 

reinforces the view that research security is part of responsible conduct of research, 

aligned with existing ethical and integrity frameworks, rather than an external or 

exceptional requirement. Such integration supports the SDG agenda by embedding 

security within governance systems that already aim to maximise societal benefit, 

responsibility, and sustainability. 

System leadership engagement underpins all of these measures (Senge et al., 2014). 

Senior leaders must communicate risks clearly, explain the rationale for security 

measures, and support researchers rather than deter them. This leadership function 

aligns closely with SDG 16, which places emphasis on accountable decision-making and 

institutional trust as prerequisites for sustainable development. Without adequate 

resourcing, coordination, and leadership, research security risks being unevenly applied, 

weakening trust and undermining Ireland’s ability to contribute meaningfully to global 

sustainable development. Conversely, proportionate and coordinated system 

leadership in research security can strengthen Ireland’s contribution to the SDGs by 

safeguarding openness, equity, and responsible collaboration. 

CONCLUSIONS 

Research security now sits at a critical intersection of national security, research and 

innovation policy, and sustainable development. For Ireland, the challenge is not 

whether to strengthen research security, but how to do so in a way that supports the 

SDGs rather than undermining them, a task that demands system leadership across 

government, funding agencies, and RPOs. 

Handled carefully, research security can reinforce the conditions under which research 

delivers public value. Proportionate measures, embedded within existing governance 
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frameworks and supported by coordinated national structures, can safeguard trust, 

enable safe collaboration, and strengthen responsible research practice. Such an 

approach supports SDG 4 by preserving access to knowledge, SDG 9 by enabling 

innovation within secure frameworks, SDG 10 by avoiding unnecessary exclusion, and 

SDG 17 by sustaining international partnerships. 

Handled poorly, research security risks producing the opposite outcome. Excessive 

restriction, uneven implementation, and insufficient support can narrow participation, 

discourage collaboration, and reinforce inequalities within the global research system. 

The ongoing European shift from voluntary awareness-raising toward regulated 

compliance heightens these risks, making leadership choices particularly consequential. 

Ireland’s forthcoming national research security guidelines represent an important 

moment. With clear leadership, coordinated and resourced support, and sustained 

attention to proportionality and equity, research security can be aligned with Ireland’s 

commitments under the SDGs. Without these elements, there is a risk that security 

measures will erode the very openness and collaboration that sustainable development 

depends upon. 

This paper has argued that system leadership provides the mechanism through which 

research security and the SDGs can be aligned by coordinating action across 

government, funding agencies, and RPOs. By framing research security as a governance 

challenge rather than solely a compliance obligation, the paper highlights the 

importance of proportionality, coordination, and shared responsibility in supporting 

secure, open, and sustainable research systems. In terms of SDG 16, research security 

becomes a test of institutional determination, demonstrating whether systems can 

protect legitimate interests while preserving openness, fairness, and public trust. 
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